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METHODS FOR ANALYZING SOFTWARE SOURCE CODE

Abstract. Relevance. The study of methods for analyzing source code is driven by several current trends in the field
of software engineering. On the one hand, the increasing complexity and scale of software solutions necessitate the en-
hancement of software quality and stability. On the other hand, the growing frequency of cyber threats demands greater at-
tention to the security of source code. Modern software systems are involved in critical areas such as financial operations,
healthcare, industrial automation, and infrastructure management. Errors and deficiencies in such systems can lead to seri-
ous consequences, including significant economic losses, failures in the operation of essential services, and even threats to
human life. In an environment of intensifying competition and rapid digitalization, software quality has become a key fac-
tor in the success of companies in the market. The implementation of effective source code analysis methods is becoming
essential not only for large enterprises, but also for small and medium-sized businesses seeking to develop reliable and se-
cure software solutions. Emphasis should be placed on the promising potential of integrating modern technologies of artifi-
cial intelligence and machine learning into the process of code analysis. Such approaches enable the automatic detection
and classification of errors, which significantly reduces the time required for their identification and resolution, while also
improving the accuracy and efficiency of the analysis. Thus, the development and deepening of research in the field of
source code analysis methods is a vital task of modern software engineering, as it enables the resolution of urgent challeng-
es related to software quality assurance and system security. The object of research. the source code of software is consid-
ered a structure subject to formal, semantic, and behavioral analysis, aimed at identifying errors, vulnerabilities, architec-
tural flaws, and violations of coding standards. Purpose of the article. The study focuses on existing methods of source
code analysis, particularly static and dynamic approaches, their tool support, and the prospects of applying modern tech-
nologies, especially artificial intelligence, to enhance the efficiency of error detection, and to ensure the quality, reliability,
and security of software code throughout all stages of the software development lifecycle. Research results. The classifica-
tion of software source code analysis methods has been systematized, including static, dynamic, hybrid, and intelligent ap-
proaches. A comparative analysis of static and dynamic techniques has been conducted based on key criteria such as effi-
ciency, error coverage, resource intensity, and applicability at various stages of the software development lifecycle. Typical
categories of errors detectable through dynamic analysis have been identified, including memory leaks, resource access er-
rors, and performance issues. The potential of intelligent tools, particularly neural network-based models such as code2vec
and VulLibMiner, has been examined for automated analysis and vulnerability prediction. The feasibility of a comprehen-
sive approach that integrates both static and dynamic analysis has been substantiated as the most effective strategy for en-
suring the quality and security of software systems. Conclusions. Static analysis is effective for early error detection and
ensuring code compliance with established standards. Dynamic analysis is essential for identifying runtime errors such as
memory leaks and race conditions. Neither method is universal; the best results are achieved through their combination. In-
telligent approaches (Al/ML) significantly enhance the automation and accuracy of code analysis. The comprehensive im-
plementation of code analysis contributes to the development of secure, high-quality, and maintainable software.

Keywords: source code analysis, static analysis, dynamic analysis, software defects, code security, software quality,
analysis tools, artificial intelligence, machine learning, automated verification, code2vec, VulLibMiner, CI/CD.

dynamic analysis allows for the observation of program

Introduction behavior under real operating conditions, identifying

Modern information technologies have fundamen-
tally transformed approaches to software development.
The complexity of software products continues to in-
crease, which in turn raises the risks of errors, vulnera-
bilities, and deficiencies in the source code. For this
reason, the effective application of source code analysis
methods has become critically important. Their main
objective is to ensure code quality, security, reliability,
and compliance with established standards. These anal-
ysis techniques assist developers in quickly identifying
and eliminating errors, which ultimately helps reduce
the time and resources required for software develop-
ment and testing.

Depending on the verification approach, analysis
methods are generally categorized into static (performed
without executing the code) and dynamic (conducted
during program execution). Static analysis enables the
detection of syntactic and semantic errors, logical flaws,
and vulnerabilities at early development stages, while

resource leaks, memory handling issues, multithreading
errors, and other problems that are difficult to predict
using static methods alone.

In recent years, the integration of artificial intelli-
gence into source code analysis methods has significant-
ly increased. The use of machine learning enables the
automation of the analysis process, the classification of
errors, and the prediction of their occurrence — all of
which substantially enhance the efficiency and quality
of software development.

Review of Recent Studies and Publication. The
issue of source code analysis is actively explored in the
context of software quality assurance, software testing,
and information security. Most academic publications
classify analysis methods into static, dynamic, and hy-
brid categories, while also highlighting the growing
importance of automated tools and machine learning
algorithms. In article [1], the authors describe the devel-
opment and deployment of Google’s internal tool called

106

© Kuzhel S., Lytvynov A., Pliekhov O., 2025



ISSN 2073-7394

Cucrtemu yrpaBiiHHs, HaBirarii Ta 38's13ky. 2025. Ne 3

Tricorder. It is a scalable ecosystem for static source
code analysis. The primary goal of the project was to
create a system capable of detecting bugs and vulnera-
bilities in code before execution, fully integrated into
developers’ daily workflows. Tricorder supports multi-
ple programming languages and operates on a modular
architecture, allowing for the inclusion of various ana-
lyzers. A distinctive feature of the platform is its scala-
bility, the ability to continuously update verification
rules, and a focus on automated, real-time feedback
delivery. The article demonstrates how static analysis
can be organically integrated into large-scale production
workflows to improve overall software quality in high-
intensity development environments.

Article [2] is dedicated to Google’s experience
with the use of the static analysis tool FindBugs in Java
projects. The authors describe the Fixit initiative, a fo-
cused effort in which developers dedicated time exclu-
sively to resolving issues identified by FindBugs. Dur-
ing the experiment, thousands of defects were analyzed,
most of which fell into categories such as null reference
errors, incomplete initialization, and the use of poten-
tially dangerous programming patterns. Notably, nu-
merous defects were discovered even in well-tested
code that had previously gone unnoticed. The authors
conclude that the regular application of static analysis
significantly improves code quality without requiring
additional testing resources. This publication is particu-
larly valuable as an example of how source code analy-
sis can be effectively adopted at industrial scale.

Study [3] explores the importance of static source
code analysis from a security perspective. The authors
emphasize that many common vulnerabilities, such as
buffer overflows, SQL injections, XSS, and other stand-
ard security issues, can be detected at early development
stages using specialized analyzers. Using tools like For-
tify and Coverity as examples, the authors demonstrate
the capability to automatically detect a wide range of
security flaws without executing the code. The paper
highlights that static analysis should be a systematic part
of the secure development process, not a one-time test-
ing effort. The importance of proper developer training
and tool configuration for achieving effective results is
also underlined. This work remains foundational in the
field of secure programming and retains its relevance
amid growing cyber threats.

Paper [4] presents an empirical study of bugs in
modern open-source software. The authors analyzed
bugs reported in the repositories of several major open-
source projects, including Mozilla, Apache, and Eclipse,
and classified them by type, origin, and consequences. It
was found that most errors stem from human factors —
incorrect assumptions, API changes, or complex com-
ponent interactions. Special attention is given to the
difficulty of identifying logical errors, which are not
always caught by tests or compilers. The authors con-
clude that effective code quality control requires a com-
bined strategy that includes both static and dynamic
analysis, as well as active user feedback. This study is
valuable for gaining a realistic understanding of the
nature of software defects and identifying the most er-
ror-prone areas of code.

As a result of study [5], the VulLibMiner frame-
work was developed, introducing a novel approach to
the automated detection of vulnerable third-party Java
libraries based solely on textual vulnerability descrip-
tions. This is highly relevant in modern software devel-
opment practice, where a significant portion of code
depends on external libraries, often used without thor-
ough security audits. The authors also discuss the future
development prospects of the system, including its
scalability to other programming languages, integration
into IDEs, and automatic generation of recommenda-
tions for updating insecure libraries.

Publication [6] presents an innovative approach to
code analysis using deep learning techniques. The study
introduces the code2vec system, which transforms
source code into vector representations, enabling the use
of neural network models for tasks such as classifica-
tion, recommendation, and bug prediction. The method
is based on representing code snippets as paths in the
abstract syntax tree, which are then fed into a neural
network. As a result, the system can «understand» the
structure of code and learning to recognize patterns as-
sociated with certain types of errors or stylistic devia-
tions. code2vec exemplifies a new generation of code
analysis tools that combine classical syntactic analysis
methods with artificial intelligence capabilities. This
work is of fundamental importance to the development
of intelligent code analysis systems.

The reviewed publications demonstrate the high
scientific and practical relevance of source code analy-
sis methods as one of the key tools for ensuring soft-
ware quality, security, and reliability. The research
shows that static analysis is extremely effective for the
early detection of syntactic, semantic, and logical errors
— particularly at scale in corporate environments (e.g.,
Google and SAP) — and for identifying vulnerabilities
before program execution. Industrial practice indicates
that static analysis integrated into CI/CD pipelines sig-
nificantly reduces technical debt and improves release
quality.

Meanwhile, dynamic analysis is considered a
complementary yet essential stage that enables the de-
tection of issues related to performance, memory leaks,
concurrency, and real-world execution behavior. Publi-
cations describing tools such as VulLibMiner highlight
the growing importance of analyzing third-party librar-
ies and dependencies, which constitute a critical part of
the modern software landscape.

The purpose of this work is to investigate and
critically analyze modern methods of source code anal-
ysis, including static, dynamic, and intelligent ap-
proaches, to evaluate their effectiveness, applicability at
various stages of the software development lifecycle,
and the potential for integrating machine learning tools
to enhance the quality, security, and reliability of soft-
ware code amid the increasing complexity of software
systems.

Main part

Source code analysis is a systematic process of ex-
amining the program text to identify syntactic, semantic,
logical, and architectural errors, as well as to verify
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compliance with programming standards, security re-
quirements, and performance. This analysis is one of the
fundamental stages of the software development lifecy-
cle, as it allows minimizing risks associated with errors
at later stages such as testing, deployment, or operation.

The source code, or source text of programs,
serves as the main object of research. Unlike binary
analysis, which works with executable files, source code
analysis provides a deeper and more contextual under-
standing of the program’s logic, structural features,
component interconnections, and potential risk areas.

In modern software engineering, code analysis per-
forms several important functions: quality assurance,
security enhancement, standards compliance auditing,
maintenance, and support. There are various methods of
source code analysis, conventionally divided into static
(performed without executing the program) and dynam-
ic (requiring execution of the code or its parts in a con-
trolled environment). Hybrid approaches that combine
features of both types and intelligent methods based on
machine learning algorithms [7] are also distinguished.
Depending on the objective, analysis can be carried out
at different levels: syntactic, semantic, structural, func-
tional, and behavioral. Source code analysis is not only
a technical process but also an integral part of develop-
ment culture — a practice that allows creating reliable,
maintainable, and secure software.

Methods of source code analysis are classified ac-
cording to different criteria, particularly by processing
method, environment type, software lifecycle phase, and
degree of automation. The most fundamental and com-
mon classification is the distinction between static and
dynamic analysis methods. Both approaches have their
advantages, limitations, and application specifics.

Static analysis involves analyzing code without
executing it. It is performed at the development or com-
pilation stage and allows detecting syntactic, semantic,
and structural errors. These methods are based on build-
ing syntax trees, function call graphs, and analyzing
data and control flow. They are used to check compli-
ance with coding standards, detect code duplication,
incorrect constructions, “dead” code, or potentially un-
safe operations. Examples of tools include SonarQube,
ESLint, PVS-Studio, Coverity, and others. The ad-
vantages of static analysis include its ability to work
without program execution and identify issues at early
stages.

However, despite many advantages, static analysis
has several limitations. Firstly, it cannot provide a com-
plete check of the program's dynamic behavior. For ex-
ample, it cannot detect memory leaks, race conditions,
failures due to lack of resources, or other errors that
manifest only during execution. In such cases, dynamic
analysis methods are necessary.

Another limitation is the high level of false posi-
tives — situations where the analyzer reports an error
that does not actually exist. This may reduce trust in the
tool and lead to unnecessary time spent by developers.
Some tools also have limited support for certain pro-
gramming languages or do not consider the specifics of
non-standard architectures, which reduces analysis ac-
curacy.

It should also be noted that the effective use of
static analyzers requires appropriate skills and configu-
ration, as different projects may have their own stylistic,
architectural, or domain-specific characteristics that
need to be considered when setting up the analysis sys-
tem.

Dynamic analysis, unlike static analysis, is per-
formed during program execution. It allows examining
the software's behavior in a real or simulated execution
environment. Dynamic analysis includes profiling, trac-
ing, memory usage monitoring, detection of memory
leaks, incorrect variable access, performance checking,
thread analysis, etc. This approach is necessary for de-
tecting errors that cannot be identified statically, espe-
cially in multithreaded or event-driven systems. Exam-
ples include Valgrind, Intel VTune, AddressSanitizer,
and IDE profilers. Its main advantage is analysis accu-
racy, but it requires time, a configured test environment,
and coverage of real scenarios.

In addition to the basic classification, the follow-
ing are also distinguished: hybrid methods combining
the advantages of static and dynamic approaches to
achieve higher accuracy; semantic analysis that exam-
ines the meaning and context of instructions and helps
detect logic inconsistencies; formal analysis based on
mathematical models to prove program correctness;
intelligent methods using machine learning or deep
learning algorithms for automated error pattern detec-
tion, code style analysis, or vulnerability prediction;
dependency analysis that studies the use of third-party
libraries and packages, particularly for known vulnera-
bilities or licensing incompatibility.

The disadvantages of dynamic source code analy-
sis lie in a range of technical, methodological, and prac-
tical limitations that complicate its application or reduce
its effectiveness under certain conditions (see Fig. 2).
Dynamic analysis depends on which code fragment is
executed during testing. If a specific branch of logic is
not activated in the selected scenario, the related errors
will remain undetected. That is, it does not guarantee
complete verification unless all execution paths are cov-
ered.

Running a program with monitoring tools signifi-
cantly increases CPU load, memory usage, and execu-
tion time. Some tools slow down program performance
by tens of times (e.g., Valgrind), making them unsuita-
ble for large or production-level systems. Performing
dynamic analysis requires creating a test environment
that simulates the system’s operation under conditions
close to real ones. This demands additional resources,
configurations, interaction scenarios, and input/output
data.

In large distributed or microservice systems, dy-
namic analysis may require simultaneous execution of
many components, complicating automation —especially
in cases of limited access to full infrastructure (e.g.,
cloud services or container clusters).

Dynamic tools do not always provide complete in-
formation about the source of an error, especially if it
arises in a compiled module without access to the
source code. This complicates further localization and
elimination of the defect.
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Additionally, effective dynamic analysis requires a
set of realistic and well-designed test cases. If such tests
are absent or of low quality, a significant portion of er-
rors will remain unnoticed.

Dynamic analysis is an indispensable means of de-
tecting behavioral, multithreading, and resource-related
problems. However, it should not be used in isolation.
Its limitations are compensated by combining it with
static analysis methods, integration into CI/CD pipe-
lines, and careful preparation of the test environment.

The classification of source code analysis methods
reflects the diversity of technical tasks faced by devel-
opers and analysts and allows for selecting appropriate
approaches depending on goals, development stage, and

software characteristics. Fig. 1 visualizes the key fea-
tures of both methods according to main criteria and
demonstrates that neither static nor dynamic analysis is
self-sufficient; however, together, they form a powerful
toolkit for deep diagnostics, quality control, and ensur-
ing the security of software code.

Their integration into the software development
lifecycle is critically important for modern software
engineering.

Fig. 2 systematizes the typical errors identified by
dynamic methods of software analysis, classifying them
into three key aspects: the category of the issue, an ex-
ample of the error and its consequences, and provides
appropriate tools for detecting each type of defect.

Application phase

Before compilation or execution

Meed for code execution

Not required

Error detection

Syntactic, logical, stylistic errors

Code coverage

Full (if whole project is analyzed)

Performance Fast, efficient
Typical tools SonarQube, ESLint, PVS-Studio, Coverity
Key advantages Early detection, automation, Cl integration

Main limitations

Application phase

False positives, no runtime insight

During program execution

Meed for code execution

Mandatory

Error detection

Runtime errors, memory leaks, race conditions

Code coverage

Limited to executed paths

Performance

May be slow, resource-intensive

Typical tools

Valgrind, Intel VTune, AddressSanitizer

Key advantages

Real behavior, precision, runtime defect detection

Main limitations

Requires environment, partial coverage

Fig. 1. Comparative analysis of static and dynamic methods of source code analysis

Problem Category

Example Error

Memory leak

Unreleased malloc/new

Invalid access

Array out-of-bounds, null pointer dereference

Race conditions

Concurrent access to shared variable

Deadlock

Thread blocking on competing resources

Resource issues

Unclosed file descriptors, sockets

Low perfarmance

Slow loops, frequent 1/0 calls

Problem Category

Consequences

Memory leak

Resource consumption growth, crashes

Invalid access

Crashes, logic violations

Race conditions

Unpredictable behavior

Deadlock

Hanging or halted execution

Resource issues

Resource exhaustion, OS5 errors

Low perfarmance

Problem Category

Memory leak

Performance degradation, latency

Valgrind, Dr. Memory

Invalid access

AddressSanitizer

Race conditions

ThreadSanitizer, Helgrind

Deadlock

Intel Inspector

Resource issues

strace, Isof

Low perfarmance

WTune Profiler, perf

Fig. 2. Typical Issues in Dynamic Analysis

Dynamic analysis is a critically important stage in
ensuring software quality, particularly for detecting er-
rors that cannot be identified through static analysis.
Without its implementation, it is impossible to guaran-
tee the performance, stability, or security of complex
systems. Therefore, the competent use of dynamic tools,

aligned with the types of potential errors, is an essential
component of the modern development process.

The ideal strategy involves the sequential applica-
tion of both approaches. In the early stages of the soft-
ware life cycle, static analysis is employed to quickly and
cost-effectively identify syntactic, stylistic, and logical
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errors, violations of coding standards, and potential vul-
nerabilities. This stage is particularly effective when inte-
grated into continuous integration (CI) systems, enabling
code quality control during development. After develop-
ment and compilation are completed — or in parallel —
dynamic analysis is introduced. It focuses on testing the
software’s behavior in real-world conditions, identifying
resource interaction issues, analyzing multithreading,
performance, and overall system stability.

A comparative analysis of the effectiveness of
these approaches demonstrates that their combination
leads to significantly better results in reducing software
defects than relying on either approach alone. For in-
stance, static analyzers can successfully detect up to 70—
80% of defects at early development stages, whereas
dynamic methods are effective in identifying issues that
are not reflected in the code’s structure but cause fail-
ures during execution. Thus, the integrated use of both
methods provides more reliable protection against criti-
cal errors and substantially reduces risks during soft-
ware operation.

Innovative techniques are also used in formal vali-
dation analysis. For example, systems trained on thou-
sands of known vulnerabilities can predict the appear-
ance of similar defects in new projects based on archi-
tectural or API-call similarities. These models can iden-
tify zero-day vulnerabilities even before they are ex-
ploited.

Intelligent code analysis offers several advantages:
it operates in real-time, learns from new examples,
adapts to a team's coding style, and can be integrated
into IDEs or CI/CD systems. However, these methods
require high-quality training datasets, substantial com-
putational resources, and proper model configuration —
factors that may limit their use in small teams or con-
strained environments.

Despite these limitations, the rapid development of
Al-based tools indicates that intelligent methods are
poised to become the foundation of a new generation of
code analysis systems — adaptive, context-aware, and
self-learning. This evolution will not only improve the
efficiency of error detection but also make software
development more secure, stable, and predictable.
Therefore, the integration of Al into source code analy-
sis is not merely a technical innovation but a strategic
necessity for the future of software engineering.

Conclusions

As a result of the conducted research, a systematic
analysis was carried out on the main methods used for

examining the source code of software, aimed at detect-
ing errors, vulnerabilities, violations of coding stand-
ards, and ensuring the overall quality and security of the
software product. The key characteristics, advantages,
and limitations of both static and dynamic analysis were
reviewed, along with the prospects for the development
of intelligent methods based on machine learning algo-
rithms.

The comparative study showed that static analysis
is effective during the early stages of development when
the program has not yet been executed. It enables the
detection of syntactic and logical errors, coding style
violations, code duplication, and potential security
threats that are independent of the execution context. At
the same time, dynamic analysis demonstrates its effec-
tiveness in scenarios where it is necessary to evaluate
the program’s behavior in a real runtime environment. It
can detect memory leaks, race conditions, thread block-
ing, resource issues, and performance problems — i.e.,
aspects that static analysis does not cover.

It is worth noting that the combined use of static
and dynamic analysis represents the most effective ap-
proach, as it ensures comprehensive coverage of poten-
tial issues in the code and allows for enhanced software
stability and quality. The integration of both approaches
into the development process, particularly within CI/CD
pipelines, is a practice that is increasingly being adopted
across the industry.

Special attention was given to innovative source
code analysis methods involving artificial intelligence.
Modern deep learning-based systems such as code2vec,
VulLibMiner, and others demonstrate significant poten-
tial in improving defect detection and vulnerability pre-
diction before they occur. These approaches enable sub-
stantial automation of the analysis process, adaptation to
team-specific coding styles, and reduced workload for
developers.

Therefore, the research confirms that the use of
source code analysis methods is a necessary condition
for the development of high-quality, secure, and main-
tainable software. The implementation of analytical
tools within the development process promotes a higher
coding culture, reduces the number of critical errors,
and lays the foundation for a long software product
lifecycle. The further development of the field will un-
doubtedly be linked to the growing role of artificial in-
telligence, the improvement of automated verification
tools, and the adoption of hybrid analysis strategies that
encompass both syntactic and behavioral aspects of
code.
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AHoTanisi. AKTyaJbHicTh. AKTYaJbHICTh JOCHI/DKEHHS METOJIB aHANIi3y BUXIJIHHX TEKCTiB IPOrpaM 3yMOBJIEHa HH3-
KOIO CYYacCHHX TEHJICHIIN y cdepi mporpamHoi iHkeHepii. 3 0JJHOTo 60Ky, 3p0CTa€e CKIAAHICTh i MAaCIITA0H MPOTPaMHKX PIllICHb,
0 00YMOBITIOE€ HEOOXiMHICTh TMiBUINEHHS SKOCTI Ta CTablILHOCTI MPOrpaMHOro 3abe3neueHHs. 3 iHIIOTo GOKY, 3pOCTae yac-
TOTa Kibep3arpo3s, 1o 3MYIIye OCOOIUBY yBary MpUIUIATH Oe3meli mporpaMmHoro koxy. CydacHi mporpaMHi CHCTEMH 3aIisHi y
KpUTHYHUX cdepax: (iHAHCOBUX OIEpalisfX, OXOPOHI 3I0pPOB's, aBTOMAaTH3alii BUPOOHHITBA, YNPaBIiHHI iHYPACTPYKTYPOIO
Tomo. [IOMUIIKK 1 HEONIKA B TAKUX CHCTEMax MOXYTh MAaTH CEpHO3HI HACIIAKH, MIO MPU3BOIATH 0 BEIHKHX €KOHOMIYHHX
BTpAT, 3001B ¥ pOOOTI KPUTHYHUX CIYKO 1 HaBiTH CTBOPIOIOTH 3arpo3y JKUTTIO JIOJeH. B yMoBax MOCHIICHHS KOHKYpPEHIII Ta
cTpiMKkoi mudpoBi3amii sAKICTh MPOrpaMHOTo 3a0e3MeueHHs CTa€ BU3HAYANFHIM (PaKTOPOM yCITiXy KOMMaHiii Ha puHKY. BripoBa-
JDKEHHS e(peKTHBHUX METOJIIB aHANI3Y BHXIJIHUX TEKCTIB MPOrpaM CTa€ HEOOXiJHICTIO HE JIMIIE JJIsl BEUKUX IMiAPHEMCTB, aje i
JUIsL MaJlMX 1 cepefHiX KOMMaHiif, 10 MparHyTh CTBOPIOBATH HajiiiHe Ta Oe3rneuHe mporpamue 3abesmnedeHHs. OkpeMo BapTo
ITiIKPECITUTH MEPCIIEKTUBHICTD IHTErpaLil Cy4yacHUX TEXHOJIOTIH IITYYHOrO IHTEJIEeKTy Ta MAllMHHOTO HABYAHHS Y IPOLEC aHai-
3y koxy. Taki miaxoau J03BOJSIFOTh 3IiMCHIOBATH aBTOMATHYHUIA MONIYK 1 KIACH(]iKaIlifo TOMIUIOK, 110 3HAYHO CKOPOUYYE BUTPA-
TH 4Yacy Ha iX BUSIBJICHHS | YyCYHEHHsI, a TAKOXK ITiZIBUIIY€ TOYHICTh Ta epEeKTHBHICTb aHai3y. TakuM YMHOM, PO3BUTOK Ta MOTIJIH-
OJIEHHST JOCIIKEHB Y cepi METOIIB aHATI3Y BHXIIHUX TEKCTiB MIPOTpaM € BOKIMBUM 3aBJAHHSIM CydacHOI MPOTPaMHOI iHKEHe-
pii, 10 103BOJISIE BUPINIYBAaTH aKTyallbHI MPOOIeMH 3a0e3MedeHHs IKOCT Ta Oe3neKn nmporpaMHux cucteM. O06'€KT A0CTiTKeH-
Hfl: BUXiJTHI TEKCTH MPOTPAMHOTO 3a0e3MeUYeHHs K CTPYKTYpa, IO MiAsIrae GopMarbHOMY, CEMAaHTHYHOMY Ta IOBEIIHKOBOMY
aHaJIi3y 3 METOIO BUSBIICHHS IIOMIJIOK, BPa3JIMBOCTEH, HEOJIKIB apXiTEKTYpH Ta MOPYIIEHb CTAaHAAPTIB KOAyBaHHs. MeTa cTraT-
Ti: JOCHIi/DKCHHS ICHYIOUMX METOJIB aHali3y BHXIJIHUX TEKCTIB MPOrpaM, 30KpeMa CTAaTHYHUX 1 JUHAMIYHHUX MiIXOiB, iX iH-
CTPYMEHTAJIBHOTO 3a0e3MeYeHHs Ta MEePCIEeKTHB 3aCTOCYBaHHS CyYaCHHX TEXHOJIOTiH, 30KpeMa LITYYHOTO iHTEeNeKTY, JUIsl IMil-
BUIIICHHS ¢(DEKTHBHOCTI BUSABJICHHS MMOMMIIOK, 3a0€3MCUeHHS SIKOCTi, HAAIMHOCTI Ta O€3MeKH MPOrpaMHOTO KOIy Ha BCIX eTamax
JKUTTEBOTO LUKy pO3poOKH mporpaMHoro 3abesmnedeHHs. Peyabratn gocmimkenns. Cucremarn3oBaHo kiacugikaiilo MeTo-
IIiB aHaNi3y BHXITHOTO KOXIYy MPOTPAMHOTO 3a0e3ledeHHs, 30KpeMa CTaTHYHHX, IWHAMIYHUX, TIOPUIHUX Ta iHTEIEeKTyalbHHUX.
[IpoBeneHo MOPIBHSIBHUI aHAII3 CTATUYHOTO Ta TUHAMIYHOTO MiAXO/IB 32 KIIIOYOBUMH KPUTEPISIMHU: €(EKTUBHICTh, OXOTUICHHS
MOMMJIOK, PECYPCOMICTKICTh Ta 3aCTOCOBHICTh Ha PI3HHX €Tarax )HTTeBOro nukiay I13. BusHaueHO THIIOBI KaTeropii IOMHIIOK,
SIKI BUSIBIISIFOTBCS JTHHAMIYHHMH METOJAMH: BUTOKH I1aM’sTi, MOMUIIKH JIOCTYIY IO pecypciB Ta mpoOJeMH MPOAYKTHBHOCTI.
[TpoaHanizoBaHO MOXKJIMBOCTI BUKOPUCTaHHS IHTEJEKTYaJbHUX IHCTPYMEHTIB, 30KpeMa HeiipomepexeBux mopenei (code2vec,
VulLibMiner), 111 aBTOMaTH30BaHOTO aHaJi3y Ta MPOTHO3YBaHHs Bpa3auBOCTEil. OOIPYHTOBAHO MOIUIBHICTH KOMILICKCHOTO
HiIXO0y, LIO MOETHYE CTATUYHUK 1 TUHAMIYHUIA aHali3, K HaHOiNbII eeKTHBHY cTpaTerilo 3abe3medeHHs SKOCTi Ta Oe3meKkH
nporpaMHoro 3abesmneucHHs. BucHoBkH. CtaTuuHHil aHami3 eQEeKTUBHUI A1 PAHHBOTO BHSABJICHHS IMOMEJIOK 1 BiIMOBIAHOCTI
KOy cTaHaapTaM. J[MHaMiuHWH aHaii3 HeOOXiAHHMI IUIs BUSBICHHS IOMHJIOK BHKOHAHHS, TAKUX SK BUTOKH IaM’siTi Ta YMOBH
rouku. JKolleH MeTo]] He € yHiBepcabHIM. Halikpaii pe3yibTatu Aae iX nmoeqHaHHs. [HrenektyanbHi migxoau (AI/ML) 3HadHO
MIJIBHILYIOTH aBTOMATH3AIliI0 Ta TOYHICTh aHatizy. KOMIIEKCHE BIPOBA/DKEHHS aHaNli3y KOy CIIPUs€ CTBOPEHHIO OE3MEYHOro,
SIKICHOTO Ta HiaTpuMyBaHoro [13.

Kaw4yoBi cioBa: aHami3 BHXIJIHOTO KOIYy, CTATUYHUI aHAII3, IMHAMIYHHAHN aHANI3, TOMWJIKA B IPOTpaMHOMY 3a0e3Iie-
4eHHi, Oe3neka Koy, sIKiCTh IPOrpaMHOro 3a0e3MeueH s, IHCTPYMEHTH aHali3y, IITyYHMI IHTEeJIeKT, MallMHHe HaBYaHHS, aBTO-
MaTu30BaHa repesipka, code2vec, VulLibMiner, CI/CD.
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