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REQUIREMENTS FOR MODERN PROCESSORS FOR SECURE OPERATION
OF INFORMATION SYSTEMS AND NETWORKS

Abstract. The article considers the main requirements for the technical support of computer architecture for the security of
information systems and networks. It is proved that the problem of information protection requires the organization of a whole
complex of special protection measures to prevent the loss of information contained in its transmission channels. The
possibilities and consequences of abuse of information transmitted through telecommunications channels, which are
developing and improving intensively, have been identified, and means of their prevention have been investigated. Thus, today
there is a modern technology for protecting information transmitted via telecommunications channels, the sphere of influence
of which includes not only communication channels, but also switching centers, peripheral devices, terminals, communication
administrators, local computer networks, etc. It is justified that the analysis of requirements for modern technical and software
components, among which the leading place should be given to the processor, is in the focus of our research. The consequences
of non-compliance with the proposed requirements for the technical support of the computer architecture, which is a potential
threat and a possible catalyst for the danger of information systems and networks, are investigated. The feasibility of
implementing special tools, methods, and measures to prevent information loss has been established. It was determined that a
thorough analysis requires studying the components of the set of recommendations for optimizing processor selection, based on
the components and requirements for the security of information systems and networks, which are not sufficiently considered in
the publications of domestic and foreign scientists. An analysis of processors included in the rating of the best models in recent
years according to various criteria was performed, and the problem of choosing the optimal processor to meet the need for
ensuring information security in the network was studied. Advice and recommendations on their selection for the security of
information systems and networks are presented in numerous studies. Ways of improving the system are proposed, which are

important to consider when modernizing the existing system in order to enable further updating of its components.
Keywords: computer architecture, processor, information security, information systems, networks.

Introduction

The possibility of abuse of information transmitted
through telecommunications channels is developing and
improving no less intensively than the means of preventing
it. Therefore, the problem of information protection
requires the organization of a whole complex of special
protection measures to prevent the loss of information
contained in its transmission channels. A comprehensive
approach to information  security involves the
comprehensive development of all methods and means of
information protection. Thus, today there is a modern
technology for protecting information transmitted via
telecommunications channels, which affects not only
communication channels, but also switching centers,
peripheral devices, terminals, communication
administrators, local computer networks, etc. That is why
the analysis of requirements for modern technical and
software components, among which the leading place
should be given to the processor, is the focus of our
research. The intensive development of information
transmission means and systems constantly requires
ensuring information security, which consists in using
special means, methods to some prevents information loss.

Analysis of recent research and publications. A
thorough analysis also requires studying the components of
the set of recommendations for optimizing processor
selection, based on the components and requirements for the
security of information systems and networks, which are not
sufficiently considered in the publications of domestic and
foreign scientists. Fahmi M., Muda 1., Kesuma S. A. studied
the requirements for digitization technologies and their

applied significance [1]. Gatrifi M., Al Amayri J., Tottoli M.
study the components of computer architecture [2].
Franchuk T., Stepashkina K., Tyshchenko D., Karpunin 1.
constantly study the issues of design and development of
information systems and the requirements for their effective
functioning [3]. Desyatko A., Karpunin I. analyze the
requirements for digitalization processes in various fields of
science and technology [4]. Belfo F., Trigo A. study
information systems, traditions and directions of their further
improvement and modernization, justifying those technical
requirements that must be taken into account when
designing them [5]. Tyshchenko D., Franchuk T., Zakharov
R., Moskalenko V. consider the issues of supporting modern
security needs by different means [6]. Yang J., Song X,
Xiong Y. Meng Y. study the problems of software
development taking into account the security of information
systems and networks [7]. Sukhorebry O., Nenich D.
investigate the element of using multimodal artificial
intelligence in the process of information networks [8].
Analysis of processors included in the rating of the best
models in recent years according to various criteria and
research into the problem of choosing the optimal processor
to meet the need for ensuring information security in the
network, advice and recommendations for their selection for
the security of information systems and networks are
presented in numerous studies [9-16].

Main part

Requirements for the components and technical
support of the architecture of modern technical means
must be constantly analyzed, taking into account their
widespread use in the field of ensuring the security of
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information systems and technologies. This topic is
relevant and deserves the attention of scientists for
conducting scientific research, both domestic and
foreign scientists who constantly monitor these issues
and publish the results of their achievements in
numerous open publications [9-16].

Modern computers and laptops are becoming
more powerful thanks to high-quality processors. Let's
consider the advantages and disadvantages of
processors, wich based on the analysis. Automation of
processes occurring in financial institutions is a
complex problem, especially when it comes to a
systemic approach, that is, the interconnection of all
elements and components. Therefore, when designing
automated systems, the software developer uses
appropriate standards - principles, general requirements
and regulations that are mandatory. The basis of
information systems design standards is scientific and
methodological provisions and recommendations for the
design of automated control systems, which are
currently enshrined in the state standard. These include
the  principles of  consistency, development,
compatibility, standardization and unification, and
efficiency. Information security of information systems
and networks consists of technical and psychological
components. The technical part includes a Firewall - a
program for controlling data transmission, which is a
filter and a kind of security system. In order to be sure
that the "right" people are logging in to sites under
certain logins and passwords, CHAP (Challenge-
Greeting Authentication Protocol) is used - an algorithm
for verifying authenticity based on transmitting not the
user's password, but indirect information about him. A
major threat to information security on the network is
posed by various USB media that are used to transfer
various information within a particular organization.
USB interface designed to transfer information for
medium-speed and low-speed peripheral devices.

The four-conductor cable used to connect to the
USB bus consists of two wires (twisted pair) designed
to receive and send data, and two more wires to power
the peripheral device, which eliminates the need for the
peripheral device's own power supply. The maximum
current that can be consumed by the USB bus power
lines is limited to 500mA. For the new USB 3.0
specification, these limits are 900mA. USB Hub -
allows you to connect multiple devices to one computer.
Systems such as XNS (Xerox Network Services) - a
protocol that allows you to use files on another
computer, and NOS (Network Operating System) - an
OS for sharing files, greatly protect the user from
unauthorized use of information [12].

Computer network security is an important aspect
for protecting confidential information, important data,
and ensuring the normal operation of computer systems
and networks. Depending on the specific organization or
enterprise, the level of security of computer networks
may vary, but it is always important to take the
maximum possible measures to protect important
information and ensure the stable operation of systems.
The functions and tasks of information protection
determine the composition and structure of protection

methods and systems. This subjectivism of direct
implementation can be divided into two groups: -
threats, the implementation of which is carried out with
the constant participation of a person (the attacker); -
threats, the implementation of which is carried out by
appropriate computer programs without direct human
participation.

The requirements for effective security of
information systems and networks now consist of
updating platforms and using modern, latest processors.
A computer with a fresh CPU will be more productive,
there will be more opportunities for upgrading and
improving the assembly. On the other hand, solutions
for a platform with DDR4 memory will cost much less,
and the performance of such systems is still sufficient
for most current tasks. The leading place is occupied by
Dimensity 9300, the main performance characteristics
are: Manufacturer: MediaTek; Rating: 98 A+; AnTuTu
score: 2257733; Geekbench score: 2239 / 7538; Number
of cores: 8 (1+3+4); Frequency: 3250 MHz; Graphics
processor: Mali-G720 MP12. When choosing models
for effective work, you should focus on:

e price/performance ratio (we took into account
not only the cost of the processor itself, but also the
motherboard, since with equal performance, the price of
some sets can differ significantly);

e a reserve for the future (a newer processor
remains relevant longer, is supported by drivers, it is
easier to find relevant components for it, has higher
energy efficiency, and therefore, there is a chance to
save a little on the power supply).

While investigating the requirements for
information security of the hardware component of
modern computers, let's analyze the financial
characteristics of modern processors. (average price in
April last year), the most important of which are
presented on Fig. 1-3 [9].

Intel has improved its processors in the 14th
generation, and buying them is advisable only for ardent
fans of the brand, but not for those who are looking for
the best models. AMD, on the contrary, is in no hurry to
release the 9000-series desktop Ryzen, but is refining
the old ones, which is bearing fruit. When examining
the information security requirements of the hardware
component of modern computers, in particular
processors, their technical performance characteristics
can be summarized in Fig. 4 [9].
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Fig. 1. Cost characteristics
of modern budget processors
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Fig. 2. Cost characteristics of mid-priced processors
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Fig. 3. Cost characteristics of high-cost processors
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Fig. 4. Performance summary table

Support for the latest memory and interface
standards is required, as is the widespread adoption of
DDR5 and PCle 5.0, which will provide higher
bandwidth and system speed. Improvements in cooling

technologies are leading to the use of innovative
solutions, such as new materials and designs for cooling
systems, which will help maintain stable operation even
under high loads.
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It is advisable to properly plan system upgrades,
namely when building a new PC or upgrading an
existing system, it is important to consider not only
current needs, but also the possibility of future
component upgrades.

This will save money in the future and ensure the
system remains relevant for several years. Lead
recommendations should be identified for planning
system upgrades. It is necessary to choose a
motherboard that supports the latest standards (DDR5,
PCle 5.0), which will allow you to easily upgrade the
processor or memory in the future and take into account
the possibility of gradually upgrading the system
without spending too much at once. It is necessary to
analyze the opinions of experts about future
technological trends in order to make informed
decisions about component upgrades.

The subjects of relations related to information
processing in the network are: - information owners or
authorized persons; - network owners or authorized
persons; - information users; - Local area network users.
Access to information stored, processed, and sent to the
network occurs only in accordance with access
delimitation rules established by the owner of the
information or a person authorized by him.

Without the consent of the owner, access to
information processed on the network occurs only in
cases provided for by applicable law.

Information protection on the network is ensured
by:

—compliance by legal entities with standards,
requirements and principles of an organizational and
technical nature regarding the protection of information
being processed;

—use of computer equipment, software,
communication and generally automated systems,
information protection tools that meet the established
requirements for information security (have the
appropriate certificate);

— verification of compliance of computer
equipment, software, communication devices and
automated systems with a total of established
information protection requirements (certification of
computer devices, communication devices and
automated systems);

— information protection control.

Conclusions

There is no need to justify the importance of
ensuring effective data protection through modern
information security services, as well as improving all
means of compliance with legal norms in this area. That
is why the need to study the key components of network
protection and individual technical issues related to
information security is within the scope of our study,
which is not exhaustive.

Further in-depth research will help to realize how
important it is to take a comprehensive approach to
security, combining technical solutions with other
technical components of its regulation and provision in
a world of rapid innovation.

Each of these services is designed to combat a
certain type of attack, which should not be confused
with the real security mechanisms implemented in them.
Knowledge of basic security requirements allows you to
actively use them to resist attacks, which is mediated by
additional technical requirements for the composition of
the technical park and its components.
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BumMmoru 10 cyyacHUX npouecopis
3au1d Oe3nexH pyHkunioHyBaHHA iH(opManiiiHuX cucTeM Ta Mepex

A. M. Karmiton, T. M. ®panuyk, [. O. Tumenko, A. M. [lecsartko, P. O. 3axapos

AHoTanisi. Y cTaTTi pO3TIITHYTO OCHOBHI BUMOTH JI0 TEXHIYHOTO 3a0e3NeueHHs apXiTeKTypH KOMIT I0Tepa 3aJJIs
Oesnexu iHpopMaLiHHUX cUCTeM Ta Mepex. JloBeaeHo, mo npobiema 3axucty iHpopmauii norpedye opraHizamii Higoro
KOMIUIEKCY CHEHiaJIbHIX 3aXOJiB 3aXHCTYy 3 METOIO NOTEepeKeHHS BTpaTH iHdopmamii, ska MiCTHTBCS B KaHajax il
nepenayi. Bu3zHadyeHi MOXIMBOCTI Ta HAaCHiIKH 3J0BXHUBaHb iHGQOpMali€lo, sKa TepenaeTbcss KaHaIaMH
TEJIEKOMYHIKalil, SKi pO3BUBAIOTHCA Ta BIOCKOHANIOIOTHCSA IHTEHCHBHO, Ta MOCIIIKEHO 3acOo0M iX TOMepemKeHHS.
TakuMm 4MHOM, HUHI iCHy€ cydacHa TEXHOJIOTif 3aXHCTy iHpopMarii, sKa mepegacTbca KaHaJaMU TeJIeKOMYHIKalii i B
chepy BIUIMBY $KOi IHOTPAIUIIIOTh HE TUIBKM KaHalW 3B'A3Ky, aje W LEHTPU KomyTauii, mepudepiiiHi mpuctpoi,
TepMiHadH, aAMiHiCTpaTopu 3B'SA3Ky, JIOKajdbHI KOMM'IOTepHi Mepexi Tomo. OOrpyHTOBaHO, L0 aHali3 BUMOT 0
Cy4acHHMX TEXHIYHHX Ta MPOrPaMHUX CKIAJOBHUX, Cepel SKHX MPOBIIHE MiclLie CIiJ BigaTH Hpolecopy, nepebyBae B
HEHTPi yBaru HAIIOTO AOCHTiDKeHHsS. J[OCHi/KeHO HacHiIKH HeJOTPUMAaHHs 3alpONOHOBAaHMX BUMOT IO TEXHIYHOTO
3abe3nedyeHHs] apXiTeKTypu KOMIT'IOTepa, W0 € MOTCHIIHHOK 3arpo30l0 Ta MOXJHBHM KaTalli3aTopoM HeOe3NeKH
iHpopMamiifHuX cucTeM Ta Mepex. BHU3HaueHO, MO MPOBiTHE Micle y KOMIUICKCHOMY Minxonai a0 iHdopMmamiitHol
Oe3mneku, oo nepegdadae KOMIUIEKCHHH PO3BHTOK YCiX METOMIB Ta 3aco0iB 3axucTy iH(popMalii 3aiiMae came TeXHITHE
3abe3nedeHHs, a caMe KOMIIOHEHTH apXiTeKTYpH KOMII'IoTepa. BCTaHOBIGHO NOLINBHICTh BIPOBAKEHHS CHEUialbHUX
3aco0iB, METOMIB Ta 3axoXiB, mo0 3amobirru BTpari iHpopmarii. Bu3HaueHo, 1m0 IPyHTOBHOrO aHamli3y BHMarae
BHBUCHHS KOMIIOHEHTIB CYKYNMHOCTI peKoOMeHAamiil moao omnrtuMmizamii BHOOpY Mpouecopy, L0 IPYHTYETbCS Ha
CKJIaJJOBHX Ta BUMOTrax 040 Oe3neku iHQopMamiifHUX CUCTEM Ta Mepexk, SKi HeAOCTATHBO PO3TISHYTO B MyOIiKamisx
BITYM3HSHMX Ta 3aKOPJAOHHUX BUCHHX. BUKOHAHO aHali3 MPOIECOpiB, M0 BXOASATD 32 PI3HUMHU KPUTEPIsIMHU 10 PSHTHHTY
Haifkpamux Mojesel B OCTaHHI POKM Ta JOCIiMKEHHS MpoOJIeMH BHOOPY ONTUMABHOTO MPOIECOPY Ui 3a0BOJICHHS
nmoTpebu 3abe3medeHHs Oesmeku iH(popmamnii B Mepexki, mopaam Ta peKoMeHmamii mpu ix BuOOpi ans Oe3meku
iHbOpMaLiIHHUX CHCTEM Ta MEPEkK NPEACTABICHUN B YHCICHHHUX JOCIHIKEHHIX 3alPONOHOBAHO IUISXH BIOCKOHAJICHHS
CHUCTEMH, sKi HpH MoOJEpHi3auii iCHYH4YOI CHCTEMH BaXJIHBO BpPaXOBYBaTH 3 METOK MOKJIMBOCTI MOJasbIIOTO
OHOBJICHHS 1i KOMIIOHEHTIB.

KawuoBi caoBa: apxiTekTypa KOMIT I0TepiB, mporecop, indopmariiina Oe3mneka, iHGopmariiiHi cucTeMu, Mepexi.
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